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Abstract  
Information security awareness plays a key role in organizations using information systems for their 
business operations. Recent trends have indicated that not only critical infrastructure sectors but also 
organizations such as retail services are targeted by criminals as long as there is data of interest and the 
level of information security (and awareness) is relatively low. One such example concerns real estate 
organizations where they process their customers’ personal and sensitive information. In this study, we 
applied Nonaka’s Socialization, Externalization, Internalization, and Combination (SECI) model as the 
theoretical lens to understand how real estate business employees gain awareness and understanding of 
information security. Data collected from 105 real estate organizations is tested using the structural 
equation modelling approach. The results indicate Socialization, Internalization and Combination were 
found to support the development of information security awareness among employees while data 
analysis does not support Externalization.  
Keywords  
Information security awareness, Information security policies, Real estate organizations, SECI model 
Introduction 
Organizations such as real estate businesses depend on information systems for their daily business 
operations. It is important that the data in these information systems retains its confidentiality, integrity 
and availability (Fulford et al. 2003). Real estate organizations in Australia are a wealth of information as 
they collect, store, and process personally identifiable information (PII), financial information and other 
details from their customers for rental processes. For example, the necessary PII documents for renting a 
house are name, date of birth, photocopy of passport and driver’s license. Financial information includes a 
photocopy of a credit card, most recent bank statement, employment details, and annual salary. Other 
details like utility bills, phone bills, health care card, email address, mobile and office numbers are 
collected from customers who apply for rental properties. Likewise, in the case of buying and selling 
properties the title, property certificates and the property owners/seller’s PII are collected by real estate 
organizations.  
The information security risks for real estate organizations are real. In Australia, for example, 
organizations including real estate companies generally store customers’ data for five years or more. In 
our survey, 97% of respondents reportedly store customer’s data for at least five years. Most (90%) of the 
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respondents reported not having or using wiping software to delete customers’ data. Real estate 
employees’ qualifications are also based on business requirements, not information security 
qualifications. Only large organizations have separate IT persons in-house while others outsource their 
work. Further, to conduct their daily business operations real estate organizations are using remote 
accessing, cloud computing, social networking such as Facebook and Twitter, mobile and portable devices 
such as smartphones, tablets and laptops. Hence it is necessary for employees to safeguard these devices 
and be aware of the potential threats that can occur to them. 
Despite many studies and many practical initiatives, security breaches remain a core concern to 
organizations (Workman et al. 2008). In recent years, there have been a number of incidents and 
breaches involving real estate organizations in Australia and overseas. For example, in August 2013, a real 
estate in the UK was hacked and “miscreants claimed to have leaked online usernames, email addresses 
and passwords of nearly 10,000 Foxtons customers” (Leyden 2013). In another example, Australian 
authorities reportedly arrested a man in Nigeria over attempted real estate fraud in Western Australia. 
The accused attempted to sell a house pretending to be the owner of the house using fake passports, 
driver’s license and other documents (ABC News 2013). 
Hence to reduce real estate organizations’ risk exposure, it is necessary to enhance information security 
awareness in the sector because businesses have huge amounts of customer data and all employees deal 
with customers’ personal and sensitive details. The first step to secure information should result from 
understanding employees’ actions on how they use information systems and their awareness of 
information security (Johnson and Goetz 2007). Employees who open e-mail attachments from unknown 
sources risk not only affecting their computers but also other computers sharing the same network, which 
can be a threat to personal and organizational data (Chan et al. 2005). For example, one operational 
mistake made by an employee in real estate involved the Louisiana Real Estate Commission. This person 
mistakenly exposed the confidential information of more than 13,000 licensed agents through the 
internet for two days, when they were transferring its online programs to a new server 
(InfoSecurityAnalysis 2008). This suggests that a key component for protecting customers’ personal and 
sensitive information should be based on employees’ awareness of information security. 
 In this paper, by applying Nonaka’s (1994) Socialization, Externalization, Internalization, and 
Combination (SECI) model as the underlying theoretical lens, we aim to determine how real estate 
employees obtain awareness and understanding of information security and information security 
management. The main contribution of this paper is to: firstly, examine the ways in which real estate 
employees are currently gaining information security awareness; and secondly, identify the information 
security awareness process in which they are lagging behind. The remainder of this paper is organised 
into 4 sections: In section 2, the theoretical background and hypotheses are presented. In section 3, the 
research methods are described. Findings and implications are discussed in Section 4 and the last section 
concludes this paper with recommendations for future studies.  
Theoretical Background and Hypotheses 
As the purpose of this study is to examine how the real estate business employees are becoming more 
aware of information security issues, choose Nonaka’s SECI model which is derived from Organizational 
Knowledge Creation Theory (Nonaka 1994), to test our study.  
Organizational Knowledge Creation Theory 
Nonaka’s organizational knowledge creation theory specifies that knowledge is created through the 
interaction of tacit and explicit processes which enhances an organization’s ability to act effectively. Tacit 
knowledge is the knowledge that can be understood by individuals without the need for further 
explanation. Explicit knowledge, on the other hand, is formally expressed to employees through formal 
channels such as manuals, specifications, rules and regulations (Hildreth and Kimble 2002). Nonaka’s 
theory consists of four knowledge creation processes, namely Socialization (from tacit to tacit), 
Externalization (from tacit to explicit), Combination (explicit to explicit) and Internalization (explicit to 
tacit) as shown in Figure 1. 
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The model has been applied in various contexts, such as external knowledge acquisition for firms (López-
Sáez et al. 2010), tourism (Tudjarov and Anisic 2011), library knowledge management (Jia et al. 2012),  
knowledge domains and knowledge conversion in firms (Byosiere and Luethge 2008), and in sectors such 
as information and communication technology (Lee and Kelkar 2013), banking sector (Easa 2012). 
 
Figure 1. Nonaka’s SECI Model 
Information Security Awareness 
Information security awareness refers to knowing what to do to protect data in the organisation by 
sharing information with educating and training employees about confidentiality, integrity and 
availability of customer’s data (UNC 2014). The business in real estate organizations involves collecting, 
storing and transferring sensitive customer’s details. The argument here is that the organizations that deal 
with people’s sensitive information supposed to have well-trained employees in information security field 
and clear procedures in collecting, storing and transferring data. However, as stated by Mani, Choo, and 
Mubarak (2014) most of the real estate’s employees do not have an educational background in 
information security. Hence, promoting information security awareness among employees in the real 
estate organizations is essential for the protection of costumer’s sensitive data. In our study, using 
Nonaka’s SECI model we examine how the real estate employees gain the information security awareness. 
Figure 2 shows our application of the SECI model. 
 
Figure 2. Research Model 
 Socialization 
Socialization is the process of sharing tacit knowledge among individuals that is acquiring knowledge 
through implicit ways (Nonaka et al. 2006). Tacit knowledge is defined as knowledge obtained through 
practical, action-oriented or acquired through personal experience that is often exchanged because of join 
activities (Smith 2001). In organizations tacit knowledge is accumulated through months or years of 
experience and it is generally considered to be a skilful activity that helps to make informed decisions and 
choices (Puusa and Eerikäinen 2008). Previous studies mention that one of the richest forms of 
communication that leads to an immediate response is personal interaction that happens in socialization 
(Koskinen and Vanharanta, 2002; Lee et al. 2013).  
In our study, we examine whether socialization leads to real estate business employees gaining 
information security awareness. Our units of measurement include conversations with friends, prior 
experience of computer security incidents, and learning from other people’s computer incident stories as 
mentioned in Table 1. Therefore, our hypothesis is as follows: 
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H1: Socialization will have a positive influence on information security awareness in real estate 
organizations. 
 
Dimensions/Questions Item Mean STD 
Socialization    
Item 1- Observation garnered from other people’s/friend’s   
security incident stories 
Soc1 2.87 1.25 
Item 2- Interacting with friends Soc2 2.22 0.98 
Item 3- Own previous experience in security incidents Soc3 1.36 0.48 
Externalization    
Item 1- Complying with information security policies Ext1 1.71 1.04 
Item 2- Reading information security policies Ext2 2.21 1.48 
Item 3- Cognize  the information security policies Ext3 2.29 1.57 
Internalization    
Item 1- Induction training Int1 1.30 0.46 
Item 2- Regular training Int2 1.35 0.48 
Item 3- Academic qualification Int3 1.65 0.67 
Item 4- Meetings Int4 4.50 1.47 
Combination    
 Item 1- Source: Newspapers/magazines Com1 2.22 1.11 
Item 2- Source: Internet  Com2 1.74 0.97 
Item 3- Source: Television news/ programs Com3 3.99 1.12 
Information Security Awareness    
Item 1- Awareness of threats and malicious attacks ISA1 1.32 0.71 
Item 2- Regular update of antivirus software  ISA2 2.26 1.04 
Item 3- Changing passwords regularly ISA3 3.18 0.73 
Table 1. Measurement items, Mean and Standard deviation 
Externalization 
Externalization is a process of converting tacit knowledge into explicit knowledge through concepts, 
images, and written documents so that it becomes the basis of new knowledge (Choo 1996). Previous 
studies noted that the externalization process transfers the documented explicit knowledge to a group of 
people in an easily understood way (Rice and Rice 2005). In our study we planned to check whether this 
process encourages real estate organization employees to be aware of information security issues. Prior 
research on information security has specified that a successfully implemented information security 
practice will help to improve employees’ information security awareness (Kajtazi and Bulgurcu 2013). 
Hence, we use information security policies as a core thing to this process. Therefore our hypothesis is as 
follows:  
H2: Externalization will have a positive influence on information security awareness in real estate 
organizations. 
Combination 
Combination is a process of developing explicit knowledge by reading formal documents, print or 
electronic media that use a people-to-documents approach (Smith 2001). Organizations as well as 
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individuals use different technologies to develop knowledge in this combination process (López-Sáez et al. 
2010). The information published in the organization, for example websites or computer breaches 
published in magazines, newspapers, and television can help to develop or enhance knowledge about 
information security practices in employees. In our study we propose to find whether the media and 
Internet help employees to develop information security awareness. Our hypothesis is as follows: 
H3: Combination will have a positive influence on information security awareness in real estate 
organizations. 
Internalization 
Internalization is the process that converts explicit knowledge into tacit knowledge, i.e. internalizing the 
experiences gained through other methods like training from the knowledge creation in the work practices 
(Choo 1996). Employees who lack adequate education and training in information security are always a 
risk that can be exploited by criminals, e.g. falling victim to phishing attempts or malware-laden email 
messages. Explicit knowledge gained through information security training converts into employees’ tacit 
knowledge and may be embodied into practice. This process can be achieved through induction training 
for new employees and regular information security training for current employees. Hence in our study 
we proposed to find how information security training is helping real estate employees obtain information 
security awareness. Our hypothesis is as follows: 
H4: Internalization will have a positive influence on information security awareness in real estate 
organizations.             
Research Methodology  
Data collection 
Category N Percentage Category N Percentage 
States   Number of Employees   
South Australia 55 52% 1 to 5 51 49% 
Western Australia 26 25% 6 to 20  45 43% 
New South Wales 24 23% More than 20 9 8% 
Organization Type   Real Estate Experience   
Micro Organization 30 29% Less than 1 year 5 5% 
Small Organization 44 42% 1 to 5 years 12 11% 
Medium Organization 18 17% 5 to 10 years 23 22% 
Large Organization 13 12% More than 10 years 65 62% 
Table 2. Respondents’ demographic details 
The survey questionnaire was finalized after a pilot questionnaire was conducted with 20 real estate 
organizations in South Australia. The (final) survey questionnaire was disseminated to our contacts at the 
Real Estate Institute of South Australia (REISA), and Real Estate Institute of Western Australia (REIWA). 
REISA and REIWA are these states’ peak real estate bodies. The questionnaire was published in their 
weekly email to their organization members. Participants in New South Wales were contacted by direct 
email. A total of 105 real estate organizations responded. Table 2 shows the breakdown of survey 
respondents by state and organizational type. 
The questionnaire consists of 54 questions in three sections. The first section asks respondents general 
information about their organization. The second section asks respondents about their understanding of 
information management, and their organization’s information security education and training programs. 
The third and final section asks respondents about their organization’s policies and practices as well as 
recent incidents.  
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Data Analysis and Results 
Assessment of the measurement model 
The measurement scales (on a Likert Scale, where 1 indicates strongly agree and 5 indicates strongly 
disagree) were evaluated using SPSS 21.0. The psychometric properties of constructs were assessed by 
examining the internal consistency, convergent validity, composite reliability, and discriminant validity. 
Cronbach’s alpha (Cronbach 1951) was tested to analyze the constructs’ internal consistency.  As shown in 
Table 3 the constructs ranged from 0.74 to 0.90. Since all the constructs exceeded the 0.70 cut-off values, 
this indicates all the constructs have an acceptable level of internal consistency (Nunnally 1978). 
Construct No of items Cronbach’s Alpha 
Socialization 3 .744 
Externalization 3 .904 
Internalization 4 .780 
Combination 3 .877 
Table 3. Reliability of Constructs 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Table 4. Factor loadings 
Convergent validity specifies the degree to which a measure is correlated with other measures. As shown 
in Table 4, the standardized factor loadings are above .50 which indicates an adequate level of convergent 
validity (Anderson et al. 1998). Convergent Validity was also tested by calculating the Average Variance 
Extracted (AVE). The AVE was above the recommended 0.5 (Fornell and Larcker1981), and the composite 
reliability (CR) of all the constructs were also above 0.6 (Bagozzi and Yi 1988) thus, indicating adequate 
convergent validity of the items in each construct. 
Discriminant validity specifies the degree to which a construct is not correlated with other constructs 
(Fornell and Larcker 1981). Discriminant validity was assessed by comparing the correlation of each 
construct with the square root of the AVE. As shown in Table 5, the square root of the AVE of each 
Construct Item Soc Ext Int Com Isa 
Socialization Soc1 0.787 0.010 0.371 -0.083 0.135 
Soc2 0.746 -0.019 0.334 0.023 0.154 
Soc3 0.817 -0.017 0.293 -0.049 0.310 
Externalization Ext1 0.109 0.831 0.194 0.172 0.163 
Ext2 -0.069 0.948 0.318 0.443 0.212 
Ext3 -0.065 0.969 0.331 0.402 0.158 
Internalization Int1 0.048 0.217 0.733 0.168 0.281 
Int2 0.590 0.118 0.665 0.088 0.241 
Int3 0.459 0.235 0.985 0.179 0.368 
Int4 0.108 0.522 0.704 0.223 0.163 
Combination Com1 -0.098 0.321 0.218 0.899 0.329 
Com2 -0.001 0.482 0.218 0.887 0.602 
Com3 -0.063 0.087 0.072 0.876 0.332 
Information Security 
Awareness 
ISA1 0.141 0.125 0.183 0.463 0.865 
ISA2 0.412 0.130 0.441 0.352 0.717 
ISA3 0.135 0.234 0.222 0.472 0.896 
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construct is larger than its correlation with other constructs. C0nsequently this satisfies the discriminant 
validity of the constructs. Since all the items had adequate reliability and validity all the measurement 
items were used for testing the structural model. 
Construct CR AVE Soc Ext Int Com ISA 
Soc 0.826 0.614 0.783     
Ext 0.941 0.842 -0.014 0.917    
Int 0.859 0.611 0.307 .439 0.781   
Com 0.917 0.787 -0.046 .330 .204 0.887  
ISA 0.868 0.688 0.215 .191 .304 .457 0.829 
Table 5. Composite Reliability, AVE, and Inter Construct Correlations 
Note: CR= Composite Reliability, AVE= Average Variance Extracted, Bold diagonal values represent the 
square root of AVE. 
Assessment of the structural model 
The SmartPLS 2.0.M3 (Ringle et al. 2005) software package was used to test the hypotheses using 
structural equation modelling (Anderson and Gerbing 1988). The Partial Least Squares (PLS) and 
bootstrapping test were respectively used to determine the hypothesized path (and the path coefficient, β) 
and to estimate the path significance using t-values. The computed results are shown in Figure 3 and 
Table 6. 
 
 0.39 Figure 3. Results of the Structural Model Testing 
Note: The dotted line indicates that the item is not significant. * indicates that the item is significant at 
p<0.05, and ** at p<0.01. 
Hypothesis Hypothesized 
path 
Path 
coefficient  
(β)  
P-value t-value Result 
H1 SOC          ISA  0.249 P< 0.05 7.204 Supported 
H2 EXT          ISA -0.045 NS 1.506 Not Supported 
H3 INT           ISA 0.163 P<0.01 3.901 Supported 
H4 COM         ISA 0.514 P<0.01 14.750 Supported 
Table 6. Summary of the findings 
Note: NS= Not Significant 
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Discussion and Implications 
This section discusses the key findings and implications with respect to the hypotheses of this study. This 
study tested all four modes of Nonaka’s SECI model to discover how employees of real estate businesses 
are currently gaining information security awareness. Analysis shows that three out of the four hypotheses 
were supported. As shown in Table 6, Hypothesis 1 proposes there is a positive relationship between 
socialization and information security awareness which is consistent with previous studies (Abbas et al. 
2013; Huang and Wang 2002). The findings suggest that informal communications between staff on 
security breaches help to formulate effective measures to tackle similar problems in the future. Thus 
informal discussions with colleagues have a high impact on information security awareness. Tacit 
knowledge gained through informal discussions facilitates awareness on current threats and strategies to 
mitigate them. Hypothesis 1 proposed in this study justifies that the socialization process indeed needed 
to strengthen real estate employees’ information security awareness. Furthermore, hypothesis 3 proposes 
that there is a positive relationship between internalization and information security awareness. Through 
internalization we emphasize that training employees on current security measures has had a positive 
effect on information security awareness. Past research also indicates that training employees is a major 
component of an effective awareness program (Crossler et al. 2013;Whitman 2003). 
Likewise, hypothesis 4 states that there is a positive relationship between combination and information 
security awareness. In combination we highlight media and the Internet as an approach to improve 
information security awareness in employees. Previous studies also suggested that the media, mainstream 
newspapers and other publications, report security breaches, hacking, and malicious attacks such as virus 
attacks prominently because these are visible hazards to computer security (Al-Omari et al. 2013; 
Karjalainen and Siponen 2011; Woon et al. 2005). These findings align well with the current findings 
emphasizing that employees are well informed through external media.  
Our results confirmed that socialization (H1), internalization (H3) and combination (H4) have a positive 
influence on information security awareness, which is similar to previous studies of knowledge sharing 
and creation (Huang and Wang 2002). However, the research data for Hypothesis (H2) did not confirm 
that externalization has a positive influence on information security awareness. This outcome might be 
due to the scale composition, research sample, or due to lack of information security policies in real estate 
organizations. Although real estate businesses use information systems for their daily operations, 
information security policies and procedures are often ignored as their core business policies. Previous 
studies also mentioned that security policies are not recognized as a significant requirement in businesses 
such as real estate companies (Mani et al. 2014; Waly et al. 2012). To cope with increased insider and 
external threats organizations need information security policies as well as technical solutions (Siponen et 
al. 2014). Information security policies and procedures are important because they develop real estate 
employees’ explicit knowledge regarding information security.  
Our study and personal discussions with real estate personnel also confirmed that information security 
concerns are real, and that the real estate sector is being targeted by criminals through many channels. 
The sector is, however, unprepared for major security incidents such as the recent one involving major 
U.S. retailers (Finkle and Hosenball 2014) and other organizations (Arkin 2013). It is by now common 
knowledge that organizations depending on information systems and technologies require information 
security policies and sound practices to mitigate security risks. An organization through policies can set 
rules and regulations and (hopefully) minimize the risk and impact of a security incident (inadvertently or 
otherwise) caused by an employee (Von Solms and von Solms 2004). According to Whitman (2004), an 
information security policy needs to outline the responsibilities of individuals, specify the usage of 
systems, provide a detailed method for reporting the threat to the system, and a mechanism for updating 
the policy (Whitman 2004). There is, however, little guidance to explicitly address specific organizational 
sectors, particularly those not in a nation’s critical infrastructure sector such as banking, real estate, and 
finance (Doherty et al. 2009). There is no one-size-fits-all policy, and organizations when developing 
policies and best practices need to understand their environment (e.g. critically analyze the type of 
business, assets and information that must be protected, and usage of the technology devices) and 
prioritize their resources (Walt 2005).   
The findings of the study have practical implications for real estate organizations; namely, they must 
develop effective information security awareness programs. This theoretical model can be a basis for 
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ensuring they focus on all areas of the SECI model in order to be most effective. This study emphasizes 
that although employees gain awareness through socialization, internalization and combination, it is also 
necessary to have externalization that is explicit knowledge in the form of policies. The importance of 
security policies is indicated by Whitman (2003) in that policies constitute a relatively low-cost protection 
mechanism with the potential for high return-on-investments. This study reinforces the above findings 
that real estate organizations need sound policies and practices to develop information security awareness 
in their employees, particularly when they collect, store and process customers’ data involving PII. 
Conclusion and Future Work 
In this paper, we surveyed 105 real estate organizations in three Australian states, namely South 
Australia, Western Australia and New South Wales, to examine the information security awareness 
creation process for employees by applying Nonaka’s SECI model. We find that Socialization, 
Internalization and Combination appear to wield a positive influence on developing a culture of 
information security and enhancing the level of information security awareness among real estate 
employees. To the best of our knowledge this study appears to be the first academic attempt to study real 
estate organizations employees’ information security awareness process.  
Future work will include extending the study nationwide by recruiting more real estate organization 
respondents, particularly those in the remaining three States (i.e. Queensland, Tasmania and Victoria) 
and mainland Territories (i.e. Australian Capital Territory and the Northern Territory). 
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